Introduction to the virtual
machine service

The DCSR has deployed a new facility to provide researchers with a virtual machine (VM) service.
Two kind of virtual machines are available:

e virtual workstations: the idea is to offer a workstation reachable from anywhere (even
outside UNIL) from a simple Web browser or a dedicated client. Depending on the
requested configuration, a virtual workstation can be used to cover basic office needs, or
it could be a powerful computer able to deal with intensive computation and possibly with
data visualization that leverages advanced graphics accelerators. Thanks to this
workstation, one could start a task from UNIL and recover the same task from somewhere
else without losing the workspace and the associated windows. These virtual workstations
are offered within the frame of a Virtual Desktop Infrastructure (VDI).

e virtual servers: this kind of virtual machine (VM) is ideal for research groups that need
to run long-term services. For instance, it could host a reference database or a web
application shared among a group or a department. But also, it is possible to host any
kind of analysis tools that would require computation capabilities.

Should | use a virtual workstation or a virtual
server?

If you need to run applications and interact through a graphical interface (excepted a web
interface), you have to choose virtual workstations. Instead, if you need to run applications that
don't need graphical interface or that can be used through a web interface you have to choose

virtual servers. If you hesitate, contact us!

How to ask for a virtual machine?

You have to use the research resource requests application available there. Any demand must be

performed by the Pl of a group. After having filled the information related to the project, you have
to select the appropriate bundles (either virtualization workstation or virtualization server):
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Bundle selection

Please select the bundles you need in the list below. You can use the advanced view by deploying the "Advanced selection”
menu

STORAGE

Chose this option if you only need
storage resources for research

COMPUTE

Chose this option if you need
compute capacity. This will

COMPUTE JURA

Chose this option if you need

compute capacity on sensitive

data automatically select the
necessary capacity on scratch
storage, as well as regular (2

data . This will automatically
select the necessary capacity
on scratch storage (both HDD

VIRTUALISATION
WORSTATION (VDI)

Request concerning a virtual

machine of VDI type. Available in
end of January 2021.

VIRTUALISATION SERVER
(VM)

Request concerning a virutal
machine of server type. Available
in end of January 2021.

Then, if you choose one of the both products, you have to fill the characteristics:
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Some important points to note:

e Login corresponds to the UNIL login of the user that will use the virtual machine. It is not
necessarily the Pl of the group.

e OS: you can choose the operating system that will be installed on the virtual machine, at
the moment we offer Centos8 and Windows10.

e CPU and memory: you have to define the amount of cores and memory required for your
virtual machine. This should be defined according to the requirements of the applications
you plan to run. If you don't know, just ask us. In any case, we will be able to increase
both values later, so don't over-estimate your needs.

e Additional storage: by default: only a few GB will be available in the virtual machine. If you
need more space for your application, you can specify it here. Note that you will be able to
mount the NAS into the virtual machine, so this space is not supposed to be used as an
archive or long term storage area.

e GPU: this option is only available for virtual workstations. Depending on your applications,
you can use a Nvidia T4 GPU (suitable for machine learning or artificial intelligence
workload) or a Nvidia V100S GPU (suitable for general purpose graphical computation).
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Once the fields are filled, you can choose to add another virtual machine of the same kind. If you
don't need another one, just click the "Next" button at the end of the page and complete the
resource request.

How to connect to virtual machines?

Connection to virtual workstation

Connection to virtual workstations is performed thanks to VMware Horizon available either through

a web browser or a desktop client. Just go to this page and choose if you prefer the HTML access or
the desktop client. If you work from home, you will first need to be in VPN using Pulse Secure (see

VPN instructions). In most of the cases, HTML access will be easier but if you want to define some

advanced key shortcuts or choose some parameters like video compression, you will have to
choose the desktop client method to access those parameters. The desktop client will ask you for a

view server address, use vdi.dcsr.unil.ch as the address.

Let's suppose that you have chosen HTML access, you have to enter your UNIL credentials and
then login.

VMware Horizon

ejeanvoi

Cancel

—éﬂ;‘
Download the Horizon Client for Mac OS X
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Once logged in Horizon, your virtual machine(s) will appear:

E [y
: Horizon i O IE
Q Search
desrv- provauto_rfa...
mygreatws testeorliac .

Finally, you just have to click on the virtual machine and the graphical desktop will appear. Here is
an example with a Linux desktop:

4% Applications  Places Feb11 13:29 & ) O

ejeanvoi@ad.uni...
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To exit, you have 2 options depending on if you have finished your work, or not.

If you have finished your work, you can just logout (below are the 3 steps):

#* Applications  Places Feb 11 13:32 A LINO]

ejeanvoi@ad.uni.

& Wired Connected
ejeanvoi
Log Out

Account Settings

*

1]

If you haven't finished your work, you can disconnect using the Horizon menu (button on the
middle-left of the screen):
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Request for resources

Requests far resources, whether consisting of storage and/or computing resources, can be done via
the Catalogue de services of the Centre informatique or directly through one of these links:

Request for research data storage

Request for computational resources

Operational and unit costs (UNIL
authentication)

Mission

The mission of the Scientific Computing and Research Support Unit (Division calcul et soutien a la
recherche, DCSR, in French) is to provide computation and storage resources to the UNIL community

Using the second method, you will recover every thing when you'll come back.

For Linux based virtual workstations, it is also possible to connect using SSH. In that case,
the hostname of the virtual machine is dcsrv-$VMNAME.ad.unil.ch ($VMNAME is the name
provided in the resource requests application). For instance, in the case presented here
(vmname=mygreatws and login=ejeanvoi), SSH connection would be performed as follows:
$> ssh ejeanvoi@dcsrv-mygreatws.ad.unil.ch

Connection to virtual server

Linux virtual servers

Use ssh from your computer to connect to your virtual server, as described below. Remark: If you

work from home, you will first need to be in VPN using Pulse Secure (see VPN instructions).

To connect to a Linux based virtual server, you have to use SSH. In that case, the hosthame
of the virtual machine is dcsrs-$VMNAME.ad.unil.ch ($VMNAME is the name provided in the
resource requests application). For instance, if in the application we have defined
vmname=mygreatsrv and login=ejeanvoi, SSH connection would be performed as follows:
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$> ssh ejeanvoi@dcsrs-mygreatsrv.ad.unil.ch

Windows virtual server

A RDP (Remote Desktop Protocol) client must be used to connect to Windows virtual servers.
Download "Windows App" from the App Store and follow the instructions below.

Microsoft Remote Desktop

PCs Workspaces

C connection
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PC name:

User account:

General

Friendly name:

Group:

Gateway:

desrs-demo.ad.unil.ch

Ask when required

Display Devices & Audio rolders

Mo gateway

+ Reconnect if the connection is dropped

Connect to an admin session
Swap mouse buttons

Cancel
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Microsoft Remote Desktop

PCs Works

desrs-demo.ad.unil.ch

Enter Your User Account

This user account will be used to connect to desrs-
demo.ad.unil.ch (remote PC).

Username: ejeanvoi@ad.unil.ch

F"aﬁswgrd; asasEOBRBRERR

Show password

Continue

Important: the username is the UNIL login + "@ad.unil.ch" and the password is the UNIL password

Software installation and system configuration

Users should be autonomous regarding use and configuration of their virtual machines. They can
install all the applications required for their research.

Linux
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On Linux based virtual machine, a user can become an administrator by adding sudo before its
commands. For instance, to install gromacs using the Yum package manager:

[ejeanvoi@dcsrv-mygreatws ~]$ sudo yum install gromacs
Updating Subscription Management repositories.
Centos8-Appstream 65 kB/s | 2.5 kB 00:00

Centos8-HA 54 kB/s | 2.1 kB 00:00

Centos8-Powertools 61 kB/s | 2.5 kB 00:00

Centos8-Base 54 kB/s | 2.1 kB 00:00

Epel8 70 kB/s | 2.8 kB 00:00

Centos8-Devel 55 kB/s | 2.1 kB 00:00

Centos8-Extra 53 kB/s | 2.1 kB 00:00

Dependencies resolved.

Package Arch Version Repository Size

Installing:

gromacs x86 64 2019.4-1.el8 Default Organization Epel8 Epel8 132 k
Installing dependencies:

fftw-libs-double x86 64 3.3.5-11.el8 appstream 992 k

fftw-libs-single x86 64 3.3.5-11.el8 appstream 1.0 M

gromacs-common noarch 2019.4-1.el8 Default Organization Epel8 Epel8 801 k
gromacs-libs x86 64 2019.4-1.el8 Default Organization Epel8 Epel8 13 M
hwloc-1libs x86 64 1.11.9-3.el8 baseos 1.6 M

libgfortran x86 64 8.3.1-5.1.el8 baseos 639 k

libquadmath x86 64 8.3.1-5.1.el8 baseos 169 k

Imfit x86 64 8.2.2-1.el8 Default Organization Epel8 Epel8 29 k

ocl-icd x86 64 2.2.12-1.el8 appstream 51 k

openblas x86 64 0.3.3-5.el8 appstream 4.3 M

tng x86 64 1.8.2-4.el8 Default Organization Epel8 Epel8 133 k

Installing weak dependencies:
gromacs-opencl x86 64 2019.4-1.el8 Default Organization Epel8 Epel8 58 k

Transaction Summary

Install 13 Packages

Total download size: 22 M

Installed size: 81 M
Is this ok [y/N]:

Windows

On Windows based virtual machines, you can install any application. If administrator rights are
required, a prompt asking you to allow the application to make changes to your device is
displayed, just answer Yes in that case. Here is an example:



User Account Control

Do you want to allow this app to make
changes to your device?

P—TT]

‘B LibreOffice 7.1.0.3

Verified publisher: The Document Foundation
File origin: Downloaded from the Internet

Show more detalils

Yes

You can also open some applications directly in Adminstrator mode, for instance with a Powershell
terminal:
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- How to contact DCSR regarding virtual machine topics?
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Just send a mail to helpdesk@unil.ch, and in the topic put at least "DCSR VM"

. | need to allow other users to connect in the virtual machine, is it
possible?

Yes it is. Just contact us with the list of UNIL logins to allow in the virtual machine.

. Is it possible to modify the characteristics of a virtual machine?

Yes it is. Just contact us with a small explanation and the new characteristics.

. I've some trouble to install the software required for my research, could
you help me?

Given our limited manpower, we ask users to first read carefully the documentation of their

software and then to try by themselves . If it's not working, of course we will do our best to make it
working :)

« Can | access the NAS DCSR from the virtual machines?

Yes it is possible and recommended to store your important data. Just follow the same steps than

the ones required to your laptop. The documentation can be found there for normal data and there
for sensitive data.

. In case of an issue, do you have a backup of my virtual machines and
can it be restored?

Yes, all virtual machines are backed up once a day. Linux or windows virtual machines have a
retention policy of three month (It means we are able to restore it at "3 months ago time"). Some

"test servers" have a backup policy of 1 month only (It means we are able to restore it at "1
months ago time").
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